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SUBJECT: TIME MAGAZINE ARTICLE TO CRITIZE DEA 
OFEICE SECURITY 

LOCAL TIME MAGAZINE STRINGER INFORMED US YESTERDAY 
EVENING THAT MAGAZINE. WILL BE CARRYING ARTICLE ON 
SHOOTING OE DEA SAIC GGNZALEZ IN FORTHCOMING ISSUE. 

STRINGER, WHO IS EILING THE STORY FROM HERE FOR THE 

MAGAZINE, INDICATED HE WOULD INCLUDE SPECULATION ON 

VARIOUS POSSIBLE MOTIVES BEHIND KILLING OF GONZALEZ 

BUT THAT A MAJOR THRUST OF ARTICLE WILL BE WHAT 

HE REGARDS AS SHOCKINGLY LAX PHYSICAL SECURITY MEASURES 

AT DEA OEFICE HERE. STRINGER PLANS TO DESCRIBE EASE 

WITH WHICH HE HIMSELF GAINED ACCESS TO OEFICE IN THE PAST AND 

ALSO TO REPORT THAT ON OCCASION HE OBSERVED THE SECURITY DOOR WAS 

AJAR OR ITS ELECTRONIC LOCK NOT FUNCTIONING. 
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2. DCM MET WITH STRINGER AND, IN EFEORT TO IMPART 
BALANCE TO THE TIME ARTICLE, DCM MADE THE EOLLOWING 
POINTS WHICH ADDRESSEES MAY FIND USEFUL IN RESPONDING 
TO FURTHER, LIKELY QUERIES: 
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A. IT IS TRUE THAT SECURITY MEASURES AT THE DEA 
OEFICE ARE DIFFERENT FROM THOSE AT THE CHANCERY. 

LATTER IS SEPARATE USG DESIGNED AND OWNED BUILDING ON 
LARGE PLOT OF GROUND. IT HAS SEVERAL "LINES OF DEFENSE" 
AGAINST A SECURITY THREAT, BEGINNING WITH A PERI- 
METER STEEL FENCE PATROLLED BY ARMED EMBASSY GUARDS AND 
POLICE. IT IS CLEARLY IMPOSSIBLE TO FULLY DUPLICATE 

SUCH MEASURES AND DEFENSES IN THE DEA OFFICE, WHICH 
CONSIST OF RELATIVELY SMALL RENTED AREA IN A COMMERCIAL 
OFFICE BUILDING THREE BLOCKS FROM CHANCERY. 

B. THE PHYSICAL SECURITY MEASURES IN PLACE AT THE 

DEA OFFICE WERE PLANNED AND MAINTAINED UNDER THE SUPER- 
VISION OF SAIC GONZALEZ. IN COLLABORATION WITH SECURITY 
EXPERTS. AS AN EXPERIENCED LAW ENFORCEMENT OFFICER 
THOROUGHLY FAMILIAR WITH THE SECURITY SITUATION IN 
COLOMBIA, MR. GONZALEZ WAS FULLY CAPABLE OF MAKING THE 
DIFFICULT DECISIONS ENTAILED IN SUCH MATTERS. THESE 
DECISIONS INVOLVE TRADE-OFFS BETWEEN SECURITY REQUIRE- 
MENTS AND THE OPERATIONAL NECESSITIES OF THE OFFICE. 

C. IT IS OF COURSE POSSIBLE TO ENVISAGE ADDITIONAL 
SECURITY MEASURES THAT COULD HAVE OR MIGHT BE UNDER- 
TAKEN BUT IT SHOULD ALSO BE KEPT IN MIND THAT AN ABSOLUTE, 
PERFECT SECURITY IS UNATTAINABLE. MOREOVER, EVEN IF 

ONE HAD BEEN ABLE TO APPROACH FORTRESS-LIKE CONDITIONS 
IN THE OFFICE, THIS WOULD STILL HAVE LEFT THE THREATS 
AND RISKS THAT MR. GONZALEZ AND HIS COLLEAGUES FACED 
OUTSIDE THE PROTECTION OF THE OFFICE IN THEIR INESCA- 
PABLY DANGEROUS PROFESSION. 

SANCHEZ 
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